
Introduction
Surveillance, Privacy, and Power 
in the Information Society

Surveillance and privacy are two of the primary concepts through which 
we seek to make sense of modernity and of a world in which virtually 

all forms of social interaction are digitally mediated. They have already 
become—and are certain to remain—two of the most contentious issues 
of our age. In this book I will argue that the two concepts can only be un-
derstood in relation to one another and that this relationship is mediated 
by two interrelated factors: the forms of social and political power that 
structure information exchange in specifi c contexts and the power gener-
ated by the technologies and bureaucratic routines employed to collect 
and process this information.

Population surveillance has been theorized in a number of diff erent 
ways. Many studies have argued in a Weberian vein that the development 
of bureaucracy has enhanced the power of the modern state by making it 
possible to identify and mobilize individual members of the population 
for fi scal, military, and welfare purposes.1 However, the identifi cation, 
classifi cation, registration, enumeration, and monitoring of the popula-
tion—that is, those administrative practices that Pierre-Joseph Proudhon 
collectively condemned as the essence of “government”2—did not simply 
make all individuals equal before the state. They also opened the way to 
the individualized care and control of these persons, and both the socio-
medical discourses through which these individual diff erences were theo-
rized and the disciplinary technologies through which such knowledge 
was deployed have been the privileged objects of Foucauldian studies of 
surveillance.3 Surveillance has also been approached from a third infl uen-
tial perspective, whose constitutive insight is that the schemata through 
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2 The Politics of Personal Information

which populations are categorized and classifi ed must be understood as 
systems of language or representation. This school analyzes the process 
through which human bodies are abstracted from their physical and so-
cial existence and dissolved into discrete data fl ows, which can then be re-
assembled to form “data doubles” that can themselves become the targets 
of political intervention and administrative control. This approach, which 
takes the database as its paradigm and seeks to illuminate the distinctive 
features of digital surveillance, has been most systematically developed 
by the new subdiscipline of surveillance studies.4

While the present study draws on both the Weberian and the surveil-
lance studies schools, it has been infl uenced by three works in particular. 
James Beniger’s The Control Revolution (1986) and Alfred Chandler’s The 
Visible Hand (1977) both describe the formation and functioning of surveil-
lance and control systems, whose primary objects were material objects 
and economic processes. These systems functioned through the collection, 
processing, and application of information, and both authors argue—the 
one explicitly, the other implicitly—that the consolidation of these systems 
and the forms of social organization and social control to which they gave 
rise marked the emergence of the information society. However, the na-
ture of the objects surveilled through these systems did not raise questions 
regarding personal privacy. By contrast, James Rule’s Private Lives and Pub-
lic Surveillance (1974) was the fi rst major work to use such a framework to 
analyze the large-scale surveillance of individuals by means of records 
and personal information, the ways in which such systems functioned as 
a mechanism of social governance and control, and the impact of such 
surveillance on the personal privacy and civil liberties of the population 
being surveilled.5

In earlier times, the informational needs of the state and business were 
limited; the available paper-based technologies imposed narrow limits on 
the amount of personal information that could be collected by large or-
ganizations; and, as a result, most of the information that was collected 
was maintained and processed decentrally and at the local level. In such 
a world, privacy was conceived primarily as a quality belonging to the in-
timate, domestic sphere of individuals and families. It seldom arose as a 
problem in relation to records of personal information, and, even when it 
did, it was conceived primarily in terms of insuring the security of such 
data against unauthorized access. However, Rule was writing at the mo-
ment when computers were just coming into use as tools for the process-
ing of administrative data, and the specifi c nature of the privacy problems 
associated with integrated processing of such information had not yet 
become clear. The present study can in part be read as a continuation of 
Rule’s account in order to analyze both the growing centrality of personal 
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Introduction 3

information as a steering medium, which plays a role comparable to that of 
money, law, and political power in the governance of the welfare state, and 
the distinctive ways in which population surveillance and personal privacy 
were theorized in the age of the mainframe. It represents the fi rst broadly 
conceived, archivally grounded historical study of population surveillance, 
privacy law, and the diverse problems posed by the use of personal in-
formation for the governance of individuals and populations in Germany 
(and the European welfare state more generally) since World War II.

The issues that were raised during these years continue to shape public 
debate. However, my goal in this work is to reach behind both the explo-
sive growth of social media and the internet and the enormous expansion 
of state surveillance of the digital domain since the early 2000s to the mo-
ment of the mainframe in order to understand the origins and import of 
these controversies.

In the 1970s and 1980s, West Germany was among the most technologi-
cally advanced countries in the world, and the country was a pioneer in 
both the use of the new information and communication technologies for 
population surveillance and the adoption of privacy protection legisla-
tion. This book originated as a study of the cornerstone of this legislative 
complex: the Federal Privacy Protection Law (Bundesdatenschutzgesetz), 
which was approved at the turn of 1976/77.6 However, it quickly evolved 
into a search for a framework that would make it possible to understand 
how both the law and the new conception of informational privacy that 
informed it functioned as a means of resolving the social confl icts gener-
ated by new informational practices, new information technologies, and 
the disruption of the norms that had governed social communication in 
the bourgeois era. In the chapters that follow, I make two main arguments, 
one theoretical, the other historical. First, the book is conceived as an inter-
vention into the ongoing debate over the nature of informational privacy 
as it has been waged in the disciplines of law, philosophy, sociology, and 
surveillance studies. I argue—most explicitly in the fi nal section of this in-
troduction and in chapter 2, but implicitly throughout the text—that in the 
1970s and 1980s West German theorists of informational privacy devel-
oped a model for thinking about privacy and power in ways that pointed 
beyond the liberal, individualist conception of privacy, which, despite its 
intrinsic theoretical limitations, has been the cornerstone of virtually all 
thinking on the topic. Second, I use this understanding of the ways in 
which social and power relations structure information exchange as the 
framework for my historical account of population surveillance and the 
evolving meaning of privacy in West Germany.

The politicization of privacy in West Germany and across the Western 
world at the turn of the 1970s can be understood only in relation to the 
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4 The Politics of Personal Information

evolution of the information society. Unfortunately, the existing literature 
is of limited usefulness in illuminating precisely how this connection is to 
be made. The grand sociological theories, which have used the concept to 
theorize the impact of computers and the internet on markets, fi rm orga-
nization, and the social organization of labor, are for the most part relent-
lessly presentist and technologically determinist.7 Neither these works nor 
the growing body of scholarly literature devoted to the history of infor-
mation, the early—and early modern—information society, the history of 
libraries, the discipline of information science or documentation, the social 
circulation of information, the informationalization of labor processes, and 
the question of information and empire provide useful ways for thinking 
about the relationship between surveillance and privacy.8 In the chapters 
that follow, I argue that surveillance and privacy in the contemporary 
world can be understood only by focusing on a phenomenon that has been 
neglected by existing theories of the information society: the systematic 
use of personal information—that is, information pertaining to identifi ed (or 
identifi able) individuals and their vital, biopolitical activities—as a me-
dium for social governance, the new forms of power generated by control 
over this information, and the confl icts arising out of its use.

It has become almost a ma  er of ritual to begin accounts of privacy 
with a nod to the diffi  culty, if not the impossibility, of defi ning the concept, 
at least in the abstract, and I see no reason to deny myself this pleasure.9 In 
the recent literature, privacy has been conceptualized in terms of three di-
mensions or strands: spatial, decisional, and informational. Informational 
privacy is the newest of these strands, and in this book I argue that the 
articulation of this new approach was driven by a growing awareness of 
the fact that the older concept of the private sphere was incapable of theo-
rizing either the specifi c problems associated with the routine, bureau-
cratic collection of personal information or the use of the new information 
technologies to store, process, and disseminate it.10

“Surveillance” is the conceptual label that is most o  en applied to these 
informational activities. For example, a 2006 report wri  en by the Sur-
veillance Studies Network for the United Kingdom’s information com-
missioner defi ned surveillance as the “purposeful, routine, systematic 
and focused a  ention paid to personal details, for the sake of control, en-
titlement, management, infl uence or protection.”11 This does not diff er in 
any fundamental way from Anthony Giddens’s o  en-cited defi nition of 
surveillance as the accumulation, storage, and use of coded information 
to coordinate populations and superintend the activities of the persons to 
whom this information pertains.12 However, by including the encoding of 
this information in his defi nition, Giddens highlights the fact that infor-
mation is never gathered for its own sake, but only in anticipation of how 
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Introduction 5

it can be used, and that its meaning is determined by the pragmatic inter-
ests of those organizations that defi ne, collect, and control it. This process 
of encoding, as James Sco   has argued, simplifi es the infi nitely complex 
structures of the social and natural worlds, and, in so doing, it gives rise to 
specifi c “regimes of visibility,” accessibility, and governability and natu-
ralizes those forms of knowledge constructed in this way.13 What both of 
these defi nitions have in common is that they argue that surveillance can-
not be understood apart from the anticipated use of the information col-
lected in this way to exercise control—that is, power—over the objects of 
such a  ention, regardless of whether this power is conceived as a means 
of care or control.14 My central claim is that privacy describes a social rela-
tion and that it should, therefore, be understood as a means of conceptual-
izing and contesting both the exchange of information in specifi c contexts 
and the forms of social power that structure these exchanges.15

Giddens provides a useful set of concepts for thinking about the rela-
tionship between information, information processing, and power. In The 
Nation-State and Violence, he begins with the organization, which he de-
fi nes as “a collectivity in which knowledge about the conditions of system 
reproduction is refl exively used to infl uence, shape or modify that system 
reproduction,” and he defi nes the political in terms of the administrative 
power of organizations—that is, their capacity to marshal the “authorita-
tive resources” through which dominion is exercised over individuals and 
their activities.16 Giddens argues that surveillance is the primary means 
for the concentration of the authoritative resources involved in the for-
mation of the nation-state and thus the necessary precondition of the ad-
ministrative power of states, and his characterization of societies that use 
information in a refl exive manner to control the evolution of organizations 
and social systems as information societies situates his work in close prox-
imity to those of Beniger, Chandler, and Rule.17 While Giddens himself 
shows how offi  cial statistics exemplifi ed the refl exive use of information 
by the nation-state, I argue that personal information, especially that col-
lected by population registries and the police, could be used to govern 
individuals, populations, and large-scale social processes in ways that ag-
gregate statistical data could not. When approached from this perspec-
tive, the history of both information societies and information states can 
be wri  en in terms of the development of their surveillance capacity—that 
is, in terms of the development of their ability to collect, aggregate, ana-
lyze, disseminate, and apply both personal information and the aggregate 
statistical information derived from this individualized data to enhance 
their administrative power and their ability to govern expanding areas of 
social life and geographical territory in an increasingly intense, continu-
ous, and eff ective manner.18
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6 The Politics of Personal Information

Giddens also postulated that the rationalization and intensifi cation of 
each of the four institutional clusterings of modernity that he analyzed 
in that work gave rise to social movements directed against the conse-
quences of these processes: a labor movement against the power of private 
property, an ecological movement against the disenchantment and exploi-
tation of nature, a peace movement against violence as a mechanism of 
internal pacifi cation, and movements seeking to expand democratic par-
ticipation in order to redress the imbalances of power resulting from the 
intensifi cation of surveillance.19 I argue that the politicization of privacy at 
the turn of the 1970s represented just such a response to the intensifi cation 
of administrative power. The expansion, bureaucratization, and comput-
erization of population surveillance by both corporations and the state, as 
well as the new forms of surveillance that developed in conjunction with 
the modernization of the welfare state, gave rise to a distinctly postin-
dustrial social question, which Horst Herold (SPD)—the president of the 
Federal Criminal Police (the Bundeskriminalamt) from 1971 to 1981 and 
one of the chief protagonists of the story to be told below—once called the 
“information question,” which he presciently predicted would dominate 
public debate in the 1980s.20 These processes also gave rise to a new form 
of social politics, which I call the politics of personal information; to new 
discourses on (informational) privacy, which became the primary means 
of theorizing the impact of this surveillance; and to a corresponding social 
movement, which contested these developments and the forms of gover-
nance they authorized in the name of both individual autonomy and the 
collective needs of a democratic society.

Neither the Third Reich nor the Stalinist society that had been con-
structed on the other side of the intra-German border were ever entirely 
absent from the minds of those persons who were concerned about these 
issues, and West German sensibilities with regard to surveillance and 
privacy were undoubtedly heightened by the experience of these two 
dictatorships. However, the nature of state surveillance and the political 
parameters of personal privacy in both of these states was so radically dif-
ferent from that in the Federal Republic that a direct comparison makes 
li  le sense.21

The citizens of the Federal Republic enjoyed fundamental rights that 
had been denied during the Third Reich, and the 1970s debate over surveil-
lance and privacy took place within a constitutional framework that had 
been constructed as the antithesis of Nazi totalitarianism. Even though 
these debates served at times as a medium for mastering the country’s 
Nazi past, the postwar politics of personal information should be under-
stood less as a response to Nazi rule than as an a  empt—common to all 
Western societies during these years—to theorize both the specifi c forms 
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Introduction 7

of social power generated by new informational practices and technolo-
gies and their impact on civil liberties. The rhetorical recourse to Nazism 
to explain the signifi cance of these new forms of informational power was 
the product of a transitional moment at which the interested public was 
still struggling to articulate a new language to express its insights and 
concerns. Although this rhetoric resonated widely because it expressed an 
inchoate awareness that these developments were bringing about a secu-
lar shi   in the informational relations between the individual and both the 
state and the fi rm, it contributed li  le to explaining the actual mechanisms 
that were driving this process.22

In West Germany, the East German Ministry of State Security was in-
voked much less o  en than the police or the population technologies of 
the Nazis as a negative example of state surveillance. There is a certain 
irony here. Not only was the Stasi much larger than the Gestapo and not 
only did it directly entangle a much larger proportion of the population 
in the surveillance of each other; since the early 1970s the Stasi had also 
made use of computers and other record-keeping technologies that were 
much more akin to those employed in the Federal Republic than to those 
available to the Nazis several decades before.23 Nevertheless, the diff er-
ences between the political systems of the two German states were re-
fl ected in their respective languages of privacy. In the East, “data protec-
tion” referred not to the defense of personal privacy and constitutional 
limitations on state surveillance, but rather to the protection of police fi les 
from unauthorized disclosure to outsiders. In view of diff erences such as 
these, li  le is to be learned from a forced comparison of surveillance and 
privacy in the two states. The more relevant comparisons would be with 
the very diff erent postwar privacy cultures of the Anglo-American world 
and Scandinavia, as well as with the other countries of the EU, whose 
privacy cultures have—despite their diff erent constitutional traditions—
converged on the principles codifi ed in the 2016 General Data Protection 
Regulation. However, these are topics for diff erent studies.

The Argument

Virtually all of the developments to be recounted in the following pages 
took place within a compact period of time extending from the mid-1960s 
to the turn of the 1990s. However, the arguments that are developed 
here cannot be made in a straightforward chronological manner, and the 
book is instead divided into three thematic parts whose individual argu-
ments can only be fully understood in relation to those made in the other 
parts. Each part covers the entire period under study here, and the initial 
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8 The Politics of Personal Information

chapter of each part reaches back to anchor the narrative in the immedi-
ate postwar years. Within each part, the chapters generally proceed in a 
chronological manner, though the thematic organization of the book leads 
to some chronological overlap. I have made considerable eff ort to both 
minimize redundancies and fl ag important references between chapters 
to help the reader follow the connections among the many individual ar-
guments being made here. As we shall see, the point at which all of the 
separate strands of the argument (population registration in chapter 1, the 
census boyco  s and the reform of privacy law in chapters 4 and 5, and po-
licing in chapters 7 and 9) converge—and then diverge again—is the De-
cember 1983 ruling by the Constitutional Court on the legal challenges to 
the decennial census, which codifi ed a right to privacy or “informational 
self-determination.”

Nothing is easier—and o  en more misleading—than to make large 
generalizations about information processing, surveillance, and privacy. 
To avoid these dangers, I approach the question in a very diff erent way 
and proceed, instead, by means of a thick description of the information 
processing methods—including the available media, the associated bu-
reaucratic practices, and the possibilities and limits of data exchange and 
integration—employed by the population registries and the police. Like 
Rule’s seminal study of large-scale record-keeping systems on the cusp of 
the computer age, I analyze both the internal dynamics of the population 
surveillance system being constructed in West Germany at the time (i.e., 
its individual components and their interaction) and the external power 
eff ects of this system. I begin with the manual information processing 
technologies employed in the postwar years and then examine the crisis 
of paper-based systems in the age of mass data processing, the specifi c 
mechanisms of surveillant control made possible by integrated data pro-
cessing, and the debates over privacy and power generated by these new 
ways of using personal information. The logic of privacy protection law 
discussed in part II cannot be understood without this knowledge.

The contemporary history of the digital age, of the information society, 
and of the broader social impact of the computer (as opposed to its techno-
logical development) is only just now beginning to be wri  en.24 Although 
computers vastly expanded the information processing capacity of the 
state and transformed the ways in which new information was produced 
from existing data, the computerization of the public administration did 
not mark a fundamental discontinuity in the history of the West German 
information society. Rather, it should be seen as one more in a long series 
of a  empts to solve those information processing problems on which state 
administrative power depended. It is also important to remember that 
computers are technosocial systems, and that, whatever their functional-
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Introduction 9

ities, the questions they raised regarding the distribution of privacy and 
access rights ultimately remained political ones.25 Nor should we overlook 
the extent to which the design and functioning of the computer was itself 
modeled on the bureaucratic systems developed in the age of paper.26

From its founding in 1949 into the second half of the 1960s, the Federal 
Republic was governed by the conservative Christian Democratic Union 
(CDU) and its even more conservative sister party, the Bavarian Christian 
Social Union (CSU). Through most of this period, they were joined by the 
Free Democratic Party (FDP) as the junior member of the governing coali-
tion. In October 1963, the elderly Konrad Adenauer (CDU) was succeeded 
as chancellor by Economics Minister Ludwig Erhard (CDU), the corpu-
lent, cigar-chomping architect of the 1948 currency reform. However, in 
1966, foreign policy setbacks and diff erences over economic and fi scal 
policy led to the breakdown of these postwar political arrangements and 
the formation of a grand coalition of conservatives and Social Democrats 
(SPD), headed by Kurt Kiesinger (CDU), which held power from Decem-
ber 1966 until October 1969. While the exclusion of the FDP from the gov-
erning coalition represented a mortal threat to the party, the entry of the 
Social Democrats into the national government for the fi rst time since 1930 
was one of the fi rst fruits of the party’s eff orts to distance itself from Marx-
ism and class struggle and transform itself into a broad-based Volkspartei.

The public administration that had been constructed under Adenauer 
was in important respects ill-suited for meeting the needs of the new 
state. The routines that governed the postwar administration had been 
established in an era in which the primary responsibility of the public 
administration was the maintenance of public order and the rule of law. 
However, by the end of the 1950s, it was becoming increasingly urgent to 
modernize the policies and procedures of the federal administration in 
order to respond to the problems posed by the expanding scope of state 
social intervention, the resulting need for greater coordination across the 
diff erent levels of government in the new federal state, and the associated 
need for more information to manage these processes. The rationalization 
of offi  ce processes and the introduction of new technologies, including 
electronic data processing, was part of this process,27 and it was under the 
grand coalition that plans were fi rst laid for many of the projects that will 
be discussed in the chapters that follow.

Planning was the master concept in the political discourse of the Fed-
eral Republic from the mid-1960s to the mid-1970s. The idea of planning—
especially comprehensive or “global” social and economic planning, 
rather than planning for discrete geographical regions or sectors of social 
life—had been discredited during the early postwar years by its associa-
tion with Nazism and, later, communism and centralized state control. 
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10 The Politics of Personal Information

However, by the mid-1960s, planning was coming to be seen as the key 
to sustaining the postwar economic conjuncture and rationally managing 
the evolution of complex societies, and it was in conjunction with this new 
interest in planning that information fi rst emerged as a distinct policy con-
cern for public offi  cials at the federal, state, and local levels.28

Erhard’s resistance to such planning was an important factor in his fall. 
A planning staff —which focused on social, rather than economic, plan-
ning—was established in the chancellor’s offi  ce in early 1967, though it 
played only a minor role under Kiesinger, while the June 1967 Economic 
Stability and Growth Law marked the breakthrough of Keynesian mac-
roeconomic planning in West Germany.29 As we shall see below, in 1966 
the coordinating body of federal and state police offi  cials called for the 
creation of a national criminal information system to enhance the crime-
fi ghting effi  ciency of the police in what was perceived as a period of rapid 
social and cultural change; in the social policy domain, the Labor Minis-
try was building a social database for planning purposes and laying the 
foundation for the computerization of the pension (and later the sickness) 
insurance funds; in 1968/69 offi  cials in the chancellor’s offi  ce began pre-
liminary work on plans for a national database system to support their 
planning eff orts; and, at virtually the same moment, administration of-
fi cials were cra  ing plans to automate the population registration system.

Part I consists of a single chapter. The fi rst two-thirds of chapter 1 ad-
dress the postwar history of the population registration system, which 
was the most important source of personal information for both planning 
and policing. The plan to automate the local population registries and 
then to link them together—via a proposed national ID number—to create 
a national population information system for planning and administrative 
use was the most important state initiative in the informational domain. It 
was also the direct catalyst for both the politicization of privacy at the turn 
of the 1970s and the introduction of the Federal Privacy Protection Law. 
However, these plans were upset by growing privacy concerns at the very 
moment that the proposed population information system was assuming 
new importance for comba  ing terrorism, and the population registra-
tion law that was ultimately adopted by the Bundestag was informed by 
a privacy logic that was the antithesis of the logic of data integration that 
had inspired the original vision of a reformed and modernized population 
identifi cation and information system.

The fi nal third of the chapter turns back to the late 1960s to show how 
the new concept of informational privacy emerged as a response to the 
problems raised by the advent of integrated, electronic data processing. 
The most elemental functionality of such systems was to bring together 
information whose disclosure may have been appropriate, or even desir-
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Introduction 11

able, in one context, but which might take on a diff erent meaning when 
linked with other information and used in new and unanticipated con-
texts. The new concept of informational privacy represented a countercon-
cept to that of data integration, and the initial privacy protection project 
represented an a  empt to theorize and contain two problems associated 
with integrated information systems: the integration or transparency ef-
fect and the perceived loss of control over the disclosure of personal infor-
mation within such systems. By increasing the informational asymmetry 
between the data subject and his communicative partners (including the 
state), both of these eff ects threatened to predetermine the possibilities of 
action and self-representation to such a degree that the person could no 
longer be considered a morally autonomous actor possessing that dignity 
whose protection was the cornerstone of the West German constitution. 
This line of thinking, which applied the fundamental rights codifi ed in 
the country’s Basic Law to the new forms of social communication and 
information exchange that were developing in the 1960s, provided the 
constitutional fulcrum for the subsequent development of privacy protec-
tion law in the Federal Republic. It also serves as the hinge connecting the 
history of population registration and integrated data processing to that 
of privacy protection law in part II.

Although plans for the diff erent information or database systems had 
been set in motion during the Kiesinger administration, they came to frui-
tion under the Social Democratic-Liberal coalition, which governed the 
country from October 1969 to October 1982. Not only did the new chan-
cellor Willy Brandt (SPD) promise new policies toward East Germany 
and the communist bloc. He also challenged the legislature to “dare more 
democracy.” However, the preconditions for the comprehensive social 
reform program through which this promise was to be redeemed were 
the modernization of the chancellor’s offi  ce, the cabinet, and the public 
administration and the establishment of a comprehensive social planning 
mechanism. The personal information that was to be collected through the 
reformed population registration system was crucial to both these plans 
and the information and planning systems being constructed by all of the 
federal states at the turn of the 1970s.

The SPD was supported in this undertaking by the FDP, whose policies, 
electorate, and position in the country’s party landscape were all changing 
rapidly in the late 1960s. Since its founding, the party had been an uneasy 
electoral home for two quite diff erent strands of liberalism: a rather il-
liberal national liberalism, whose position on the national and German 
questions placed a number of the party’s leaders at the far right of the 
political spectrum, and a more democratically minded constitutional lib-
eralism that was the heir of the country’s prewar progressive tradition. 
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12 The Politics of Personal Information

Until 1966, the party had been held together by a shared commitment to 
pro-business policies, which refl ected the economic and social interests of 
its main constituents. Although diff erences with Erhard over tax and bud-
get issues had led the FDP to withdraw from its coalition with the CDU/
CSU, at that point the party leadership still considered a coalition with 
the Social Democrats to be anathema, and a  er 1966 the party’s future 
remained unclear. But a  er its exclusion from the government, the FDP 
began to pivot to the le   in conjunction with a shi   in the social composi-
tion of its constituency, and by the 1969 election the growing infl uence of 
the social liberal and civil libertarian wing of the party made a coalition 
with the Social Democrats appear more natural than it had in the past.30 
This political reorientation was confi rmed by the party’s 1971 Freiburg 
program, which provided the intellectual basis for the party’s coalition 
with the Social Democrats, and deputy party chair Hans-Dietri   Gen-
s  er, whose own plans for making the public administration more mod-
ern and effi  cient overlapped with those of the SPD, was appointed interior 
minister in the new cabinet.

The interior ministry was led by liberal politicians through the entire 
span of the social-liberal coalition. As part of a cabinet reshuffl  ing that fol-
lowed upon Brandt’s resignation in May 1974 and the election of Helmut 
Schmidt (SPD) as the new chancellor, Genscher became vice-chancellor 
and foreign minister, and he was succeeded as interior minister by the 
le  -liberal law professor Werner Maihofer, one of the chief authors of the 
Freiburg Program. Like Genscher, Maihofer strongly supported the mod-
ernization of the police. However, Maihofer had the misfortune of serving 
as interior minister during the peak years of le  -wing terrorism. While his 
continuous involvement in security ma  ers prevented him from playing 
a major role in the dra  ing of the Federal Privacy Protection Law, he also 
incurred the odium of many of his erstwhile supporters for his role in 
the expansion of police surveillance. His implication in several major sur-
veillance scandals, together with the diminishing infl uence of the social-
liberal wing of the party, led to his resignation in June 1978. He was suc-
ceeded by Gerhart Baum, who, as we shall see, was both more sensitive to 
privacy questions than his predecessor and in a be  er position to put his 
convictions into practice.

Part II examines the postwar history of privacy law in West Germany. 
Although chapter 2 begins in the 1950s, it focuses on the articulation in the 
1970s and early 1980s of a new conception of privacy in terms of the role-
specifi c disclosure of information and strategic nonknowledge as a way of 
containing the transparency eff ect of data linkages in integrated informa-
tion systems. The idea of a right to informational self-determination was 
originally put forth as a remedy to the loss of control over both the fl ow of 
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personal information and the meaning a  ributed to it by others, and this 
right coexisted uneasily with both the information access rights of others 
and their freedom to ascribe meaning to the information that they obtained 
in the course of social communication. As we shall see in greater detail in 
the fi nal part of this introduction, many people have argued that the sub-
jective nature of privacy rights has rendered the concept both incoherent 
and incapable of theorizing the social power generated by surveillance 
systems. In contrast, I argue that West German privacy theorists escaped 
these problems by showing how the individual personality unfolded in 
and through a refl exive, communicative process, and that they embedded 
their account of this communicative process in a broader analysis of the 
social interests and power structures that determined what information 
had to be disclosed, and what information could be concealed, in specifi c 
social roles and contexts.

In the following, I will use the term “privacy advocates” to denote the 
fi rst generation of legal scholars, administrative scientists, and computer or 
information scientists who grappled with the problems arising out of the 
electronic processing of personal information. In contrast to Sco  ’s depic-
tion of a modernizing state riding roughshod over a prostrate civil society, 
the early privacy protection movement was fi rmly rooted in the political 
establishment.31 Unlike later social movements, which challenged the sym-
bolic codes of industrial modernity, the early privacy protection movement 
was reformist and commi  ed to working within the existing political sys-
tem to fi nd a proper balance between privacy and access rights.32

Privacy rights always impose limitations on the informational activity 
of the state, and in this respect it is possible to speak of privacy law (and 
the freedom of information laws, which were fi rst mooted between the 
mid-1970s and the mid-1980s) as a mode of democratization and to distin-
guish it from more authoritarian positions, which privilege the informa-
tional prerogatives of the public administration. However, at times pri-
vacy legislation was supported by all of the major parties, and it is diffi  cult 
to put a single social or political label on the early privacy advocates. In 
the 1970s and 1980s, the central fi gures in the privacy protection fi eld in-
cluded Spiros Simitis, the liberal Frankfurt law professor, longtime (1975–
91) Hessian privacy commissioner, and the most systematic West German 
thinker on privacy ma  ers; Hans Peter Bull (SPD), Hamburg law profes-
sor, the fi rst federal privacy commissioner, and later interior minister of 
Schleswig-Holstein; the legal scholar Adalbert Podlech, the author of an 
infl uential essay on the constitutional foundations of privacy law, whose 
academic career was defl ected by his sympathy for the anti-authoritarian 
movement; Wilhelm Steinmüller, one of the founders of the fi eld of legal 
informatics, the lead author of one of the founding documents of German 
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14 The Politics of Personal Information

privacy protection law, and ultimately a radical critic of state population 
surveillance; O  o Mallmann, the author of an important early monograph 
on privacy protection and later presiding judge on the Federal Admin-
istrative Court; Ulrich Dammann, the author of a number of infl uential 
essays on integrated data processing, planning, and privacy and longtime 
civil servant in the offi  ce of the federal privacy commissioner; Reinhard 
Riegel, who monitored the work of the security agencies for the federal 
privacy commissioner from 1978 to 1986 and who ultimately ran afoul of 
the conservative reaction; Ruth Leuze, who as Baden-Wür  emberg pri-
vacy commissioner was one of the most outspoken defenders of privacy 
rights in the 1980s; Herbert Fiedler, another of the early leading fi gures 
in the fi elds of legal and administrative informatics; Ernst Benda (CDU), 
federal interior minister (1968–69), the author of an infl uential 1974 essay 
on personality profi les and the private sphere, and presiding judge of the 
Constitutional Court at the time of the census decision; Eggert Schwan 
(CDU), a maverick conservative civil libertarian, whose warnings regard-
ing the totalitarian character of the security laws proposed by the Kohl 
administration led to clashes with his party colleagues; and last, but by no 
means least, Herbert Auernhammer, Ministerialrat in the federal interior 
ministry and chief author of the Federal Privacy Protection Law.

Most of these men and women had been born between 1934 and 1945. 
They were about a decade younger than many of the politicians (includ-
ing Benda and his successors as interior minister) and civil servants (Au-
ernhammer and others whom we shall encounter) who already occupied 
important positions at the turn of the 1970s. On the other hand, they were 
slightly older than the generation of 1968, and many of them were already 
established academics by the time the movement reached its peak.

Its translated name notwithstanding, the Federal Privacy Protection 
Law, whose legislative history is the focus of chapter 3, was not simply, 
and not even primarily, a privacy law. Nor was it merely a code of fair 
information practices designed to ensure the accuracy, completeness, and 
confi dentiality of electronically processed data. Rather, it represented an 
a  empt to codify what were deemed to be socially adequate, substantive 
norms for information exchange and use. However, the juridifi cation of 
these communicative practices was fraught with diffi  culties. The strategic 
decision—dictated by the reliance on the concept of informational self-
determination—to indirectly protect privacy by regulating the processing 
of personal information made it impossible to specify in the abstract what 
information was to be considered personal and what uses constituted a 
misuse of this information. On the other hand, the use of the novel concept 
of “forma  ed fi les” to determine what information was to fall within the 
scope of the law highlighted the diff erent kinds of power generated by 
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the collection, use, and exchange of this information. Ultimately, the reli-
ance upon a number of elastic formulations to balance between competing 
interests deferred, rather than resolved, the confl icts on which the con-
crete meaning of the law depended. These compromises made the early 
amendment of the law unavoidable, and these reform eff orts brought to 
the surface the systematic diff erences between the SPD and the FDP re-
garding the purpose of the law.

Widespread social protest and the rise of le  -wing terrorism led to 
the rapid modernization and expansion of police surveillance capacity 
in the 1970s, which we will examine in part III, and, from the second half 
of the decade into the 1980s, the West German public was increasingly 
polarized by the expansion of state surveillance. All of these concerns 
coalesced in an entirely unexpected manner around the decennial census 
scheduled for April 1983. At the turn of that year, a boyco   movement 
sprang up out of nowhere and set in motion a rapid learning process that, 
within a ma  er of months, made control over the collection and use of 
personal information into one of the central political issues of the 1980s 
and beyond. The impact of these events upon the country’s privacy cul-
ture is the topic of chapter 4.

Although the protesters frequently compared the census with the pop-
ulation policies of the Nazis, I argue that the protests were a much more 
direct reaction to the new information technologies than they were to 
the Nazi past and that the language of the 1983 boyco   echoed academic 
analyses of the ways in which computers were generating novel forms of 
normalizing, disciplinary power that diminished both the scope for the 
development of the personality and the freedom of the individual to par-
ticipate meaningfully in the democratic process.

The 1983 boyco   coincided with a major political realignment. Although 
the reform plans of the social-liberal coalition had originally rested on the 
optimistic belief that economic planning would make it possible to indefi -
nitely prolong the postwar economic boom, in the fall of 1982 the FDP 
broke with the SPD over diff erences in economic policy, but remained 
in power as the junior partner in a new coalition led by the CDU/CSU.33 
Helmut Kohl (CDU) was elected chancellor in October of that year, and 
the new balance of political power was confi rmed by the February 1983 
Bundestag election. Baum was succeeded as interior minister by Friedrich 
Zimmermann (CSU). Zimmermann was a reactionary who would have 
been more at home as police minister in the 1870s than he was as interior 
minister in a democracy, and he contributed greatly to the polarization of 
the public debate over privacy and security in the 1980s.

The census had been challenged in the courts, as well as in the streets, 
and, two weeks before the scheduled start of the census, the Constitutional 
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16 The Politics of Personal Information

Court (the Bundesverfassungsgericht) issued a temporary injunction block-
ing the count until the case had been decided on its merits. This was the 
fi rst time that the Court had overturned a law that had been properly ap-
proved by the Bundestag. This decision stunned the Kohl administration, 
especially Zimmermann, who had made the suppression of the boyco   a 
measure of both the authority of the state and the administration’s ability 
to govern. In its December 1983 ruling on these challenges, the Constitu-
tional Court codifi ed a right to informational self-determination, which it 
argued was implicit in the country’s constitutional commitment to human 
dignity and the free development of the personality, and personal data was 
to be protected as a means of securing these underlying values.

Although the Court overturned those portions of the census law that 
authorized the use of name-based or reidentifi able census data for admin-
istrative purposes, it upheld the census in principle. This set the stage for 
a second boyco  , which was directed against a revised census law. These 
1987 events forced the Greens, who had fi rst entered the Bundestag dur-
ing the 1983 boyco  , to refl ect on the party’s position in the parliamentary 
system, while their analysis of both the impact of the new information 
technologies and the ways in which personal information was used to 
govern modern society became an important, though heretofore over-
looked, element of the party’s identity.

The census decision forced the federal and state legislatures to revise 
every major law governing the use of personal information within the 
public administration. These included the population registration, ID 
card, and passport laws; the federal statistical, census, microcensus, and 
archive laws; federal and state laws governing the police and the intelli-
gence agencies; and the Code of Criminal Procedure, the Code of Admin-
istrative Procedure,34 and, of course, the Federal Privacy Protection Law 
itself. To a surprising degree, these amendments transformed laws that 
in the past had governed specifi c domains of social or administrative ac-
tion into information—that is, access and privacy—laws. This task, which 
defi ned to a large extent the domestic political agenda of the Kohl admin-
istration in the second half of the 1980s, is the focus of chapters 5, 7, and 9.

Chapter 5, which, like chapter 4, can be fully understood only when 
read in conjunction with the account of police surveillance in part III, ex-
amines both the Court’s reasoning in the census decision and the long, 
arduous process, which stretched from 1977 to 1990, of amending the Fed-
eral Privacy Protection Law. The census decision has been hailed as the 
constitutional cornerstone of privacy rights and condemned as a defective 
juridical construct. I argue that it was both. There is growing unanimity 
in the literature that most of the problems of both the decision and sub-
sequent privacy law can be traced to the Court’s apparent construction of 
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the right to informational self-determination as a subjective individual 
right “to determine the conditions under which [one’s] personal infor-
mation shall be disclosed and used.”35 However, it is not clear that the 
Court actually understood the right in this manner. As I argue in chapter 
2, most West German privacy advocates explicitly rejected such an in-
dividualist construction of privacy rights, and the Court had access to a 
body of literature that had shown that the development of the personal-
ity was a social, communicative process, which was shaped by the social 
interests and power relations of the larger society within which it was 
embedded. Unfortunately, the Court’s reasoning in the decision did not 
systematically integrate this literature or give adequate expression to its 
own best insights.

Although the ruling codifi ed the new right to informational self-deter-
mination, the Court le   it to the legislature to balance this right against 
the collective interest in welfare, security, and the effi  ciency of the public 
administration. In the post-1983 debate, the revision of the Federal Pri-
vacy Protection Law was linked to a controversial packet of security laws, 
and the debates over the law governing the Domestic Intelligence Agency 
(the Bundesamt für Verfassungsschutz) and the reform of state police law 
(chapter 9) played a central role in defi ning the concrete meaning of the 
privacy law. The views of the civil libertarian wing of the FDP, which in-
sisted that individual freedom could be protected only by the limitation 
of state informational activity, were in many respects quite close to those 
of the federal and state privacy commissioners. However, the conserva-
tive parties espoused a more Hobbesian view and refused to countenance 
any limitations that they believed would impair the sovereignty of the 
state and the effi  ciency of either the security agencies or the civilian ad-
ministration. Although these diff erences led to legislative deadlock, which 
dragged on from 1984 until the end of the decade, the main features of the 
revised privacy law and the amendments to the other major laws regu-
lating the use of personal information in the federal government—all of 
which were approved on the eve of reunifi cation—ultimately refl ected the 
priorities of the conservative parties.

In addition to population registration and the healthcare fi eld,36 po-
licing was the most important domain in which the meaning of privacy 
was contested and redefi ned. Part III will focus primarily on the Federal 
Criminal Police, the most important police agency under the direct con-
trol of the federal government and the fulcrum of its eff orts to modern-
ize policing. It was during the 1970s that the Federal Criminal Police was 
transformed from an antiquated agency that played only a subsidiary role 
in the security sector into one of the most modern, computerized police 
agencies in the world, surpassed only by the FBI.
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In 2004, Klaus Weinhauer argued that it was time to approach terror-
ism from a broader, specifi cally historical perspective, which, in contrast 
to the studies by social and political scientists that had dominated the 
literature up to that point, would explore the social, cultural, and political 
dimensions of the phenomenon. However, he warned that this task could 
only be accomplished by situating such research in relation to a com-
parably conceived history of “internal security”—that is, in relation to 
the sociocultural, administrative, and political-parliamentary processes 
through which the West German understanding of “stateness” was con-
structed in the confrontation with terrorism.37 In the intervening years, 
both parts of this agenda have been realized to a substantial degree—
with state actors, counterterrorism, and, more recently, the transnational 
dimensions of both political violence and policing becoming an integral 
part of the broader history of West Germany during the 1970s.38 Part III, 
which focuses more on the informational infrastructure and practices of 
the security agencies than on security policy, should be seen as a contri-
bution to this literature.

All West German police laws charge law enforcement with protect-
ing “public security” (öff entliche Sicherheit). But while the parameters of 
public security are defi ned by the Criminal Code, internal security (in-
nere Si  erheit) is a political, rather than a legal, concept, whose content 
and rhetorical thrust vary according to time and place. As we shall see, 
the internal security regime that was established in the late 1940s was a 
quintessential product of the Cold War. It was defi ned almost exclusively 
by the fear of communist subversion from within, which, it was argued, 
posed an existential threat to the Federal Republic because it could be ex-
ploited to create the opportunity for military aggression from the East, 
and by a corresponding willingness to limit the civil liberties of those who 
were perceived as seeking to undermine the country’s “free, democratic 
order.” Although the Allies had been concerned primarily with the threat 
of resurgent Nazism, the reintegration of many former Nazis into the po-
litical system and the public administration under Adenauer, along with 
the deepening Cold War, transformed these exceptional powers into a 
weapon that was directed almost exclusively against the le  . At the end 
of the 1960s, the Social Democratic-Liberal coalition initially sought to re-
conceptualize internal security as a social problem that could be combat-
ted by welfarist means as part of its broader project of social and political 
reform, but these plans were blocked and then overshadowed by the rise 
of domestic terrorism. As a result, the country’s internal security regime 
remained relatively unchanged until the late 1970s.

Chapter 6 begins with an account of internal security policy, the orga-
nization of policing, and a history of the terrorist groups that became the 
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objects of police surveillance in the 1970s. This section provides much of 
the context needed to understand the arguments made in part III (and, to 
a lesser degree, parts I and II). The remainder of the chapter describes the 
entangled history of police information processing and the joint impact of 
computerization and terrorism on the role of the Federal Criminal Police 
from the mid-1960s to 1972. Here I argue that the declining eff ectiveness 
of the Federal Criminal Police in the 1960s provides a classic illustration of 
both the process by which the traditional, paper-based information pro-
cessing systems employed by the agency (and by other public and private 
organizations involved in the mass processing of personal information) 
were overwhelmed by the new demands placed on them and the ways in 
which integrated information systems promised to enhance the adminis-
trative power of the state and its ability to govern individuals and popula-
tions on a national scale.

However, capturing the gains in effi  ciency and eff ectiveness promised 
by such systems depended not only on automating the Federal Criminal 
Police itself, but also on building an integrated national criminal informa-
tion network to link the agency’s system with those being developed by 
the federal states. Work on such a network was stalled through the late 
1960s by the institutional rivalries rooted in the federalist structure of the 
security sector. The January 1972 decision by the Conference of State and 
Federal Interior Ministers to construct the national criminal information 
system INPOL (Informationssystem der Polizei)—whose architecture was 
shaped in decisive ways by the federalist prerogatives of the states—was 
part of a cluster of security measures adopted between 1971 and 1973 to 
modernize the Federal Criminal Police, expand the agency’s authority, 
and enable it to be  er respond to the threats posed by le  -wing terrorism.

Chapters 7 and 8 both deal with the period from the early 1970s to the 
mid-1980s. Chapter 7 takes a more structural approach. It analyzes the 
build-out of INPOL, its integration with the main population information 
systems that were being constructed by the civilian administration, and 
the ways in which this nascent network facilitated the securitization of 
space, place, movement, and identity. While these developments enabled 
the state to govern the population in ways that had not been possible be-
fore and gave the exchange of data among these offi  ces and agencies a 
new quality that could not have been foreseen, much less authorized, by 
legislators in the age of paper, this new surveillance infrastructure and the 
surveillance practices that it made possible also posed novel privacy prob-
lems. These were classic examples of how technological change was forc-
ing the legislature to explicitly renegotiate the parameters of socially ac-
ceptable information exchange. Additional privacy concerns were raised 
by Herold’s proposal, which was fi rst mooted at the end of the 1970s, to 
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build a new version of INPOL, which he believed would solve the tech-
nical problems that plagued the still-unfi nished network and constitute 
a major step toward the realization of his vision of the police as a fully 
informationalized, self-optimizing cybernetic system.

The second novel form of administrative power that was the topic of 
public concern during these decades grew out of the changing ways in 
which personal information was used to govern the welfare state. Since 
the end of the 1800s, the threshold for state intervention for welfare, secu-
rity, and public health purposes had been the existence of a concrete dan-
ger. However, beginning in the 1970s, the modernization of the welfare 
state made it appear more urgent, more economical, and more rational 
to collect the information that would be needed to identify and preempt 
deviant behavior at the predelinquent or prepathological stage, before it 
had become a concrete danger whose occurrence could no longer be fore-
stalled. This line of thinking justifi ed the extension of state surveillance 
into what the Germans called the logical and chronological Vorfeld of con-
crete dangers. However, neither the potential causes of deviance nor the 
appropriate means for preventing them could ever be fully known, and 
the impossibility of perfect knowledge gave rise to two complementary 
modes of governing an uncertain future.

Chapters 8 and 9 analyze these two modes of governing the future, the 
forms of surveillance to which they gave rise, and their political import. 
Chapter 8 takes a chronological approach to the parallel histories of the 
formation of a counterterrorism surveillance regime centered on the Fed-
eral Criminal Police and the development of an array of new surveillance 
practices to map the radical milieu and track down terrorists, and later 
organized criminals, who relied on strategies and tactics that could not be 
defeated using the methods developed to combat “ordinary” crime. This 
chapter examines the criminalistic rationale for these practices, the ways in 
which they pushed against the boundaries of liberal police law, the ways 
in which the concept of privacy was employed to contest this expansion 
of police surveillance, and the role of these confl icts in determining the 
concrete meaning of both privacy and its mirror image, internal security.

The impact of these new surveillance practices would have been blunted 
in the absence of a unifi ed apparatus to collect, analyze, and apply this in-
formation, and the chapter shows how terrorism provided the rationale 
for the grudging, limited, but nevertheless unprecedented centralization 
of power in the hands of the Federal Criminal Police between 1975 and 
1977. However, the inability to prevent a new wave of political violence, 
the passage of the Federal Privacy Protection Law, the appointment of 
Baum as interior minister, and a growing sense that this new surveillance 
apparatus was itself becoming a threat to civil liberties and personal pri-
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vacy precipitated both a Thermidorian reaction against the surveillance 
regime that had taken shape since 1975 and a broad public debate over 
whether the Federal Republic was being transformed into an authoritar-
ian surveillance state (Überwachungsstaat).

The census decision forced the states to explicitly authorize, and delimit, 
the collection and exchange of personal information by the police, and the 
central point of contention in the reform of state police laws, which is the 
focus of chapter 9, was the codifi cation of the new surveillance practices. 
Chapter 9 distinguishes between liberal and illiberal modes of governing 
an uncertain future, their respective logics of prevention and repression, 
and the distinctive forms of surveillance that they authorized. The liberal 
mode of governance, which was exemplifi ed by Herold’s conception of 
the “social sanitary” mission of the police, sought to tame this uncertainty 
by identifying the natural laws of social deviance and then using this 
knowledge to deploy (dis)incentives to alter the strategic calculations that 
led these persons to deviate from social norms. Illiberal governance arose 
at the limits of this liberal project. It involved the reassertion of sovereign 
power from within the social domain in order to repress deviant, criminal 
behavior by those who showed themselves unable or unwilling to respond 
to such incentives and thus incapable of being governed through freedom. 
This was the rationality that informed the new forms of surveillance that 
were to be codifi ed in the reformed police laws of the 1980s.

Contemporary analyses of terrorism and organized crime fi gured the 
future as uncertain, unknowable, and threatening, and the search for se-
curity involved an open-ended process of risk discovery—that is, a search 
for “unknown unknowns”(rather than simply the expanded collection of 
information on known risks), the extension of surveillance further and fur-
ther into the Vorfeld, and the reliance upon tacit knowledge, intuition, and 
context-based judgment by the security agencies.39 As such, “precaution-
ary” surveillance and intervention obeyed a dynamic, transgressive logic 
because they contained no intrinsic limits or criteria that would permit 
them to be subjected to legal norms or formal procedures. Consequently, 
there was a constant danger that such activity would hollow out the rule 
of law in the name of a postliberal security regime in which the distinction 
between law and exception was progressively obscured.40

The codifi cation of these new surveillance practices represented a di-
rect challenge to the basic principles of liberal police law, which had predi-
cated the informational activity of the police on the existence of either a 
concrete danger or well-founded individual suspicion. Chapter 9 argues 
that privacy protection law served as the primary means for theorizing 
the problems arising out of the new police surveillance practices and for 
defending legal norms and a liberal economy of informational parsimony 
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22 The Politics of Personal Information

against the transgressive logic of precautionary surveillance.41 In this way, 
I argue, the end of the postwar paradigm of internal security was marked 
not only by reassertion of civil liberties and privacy rights against the 
state, but also by the emergence—and partial institutionalization—of an 
entirely new paradigm that was structured around the logic of precau-
tionary surveillance.

Surveillance and the Political Relevance of Privacy

Any account of privacy will remain li  le more than an academic exercise 
unless it succeeds in both explaining the precise nature of the harms en-
tailed by the routine collection of personal information by large organiza-
tions and showing how the concept can be used to theorize and contest the 
administrative power generated by such surveillance.42 However, many 
observers are skeptical of such an undertaking, and some critics have gone 
so far as to claim that the concept of privacy has no analytic purchase or 
political relevance in contemporary surveillance societies. Privacy, they ar-
gue, represents neither the “antidote” to surveillance nor its “ontological 
antithesis.”43 They a  ribute the theoretical and political defi ciencies of the 
concept to its subjective nature, to the impossibility of precisely defi ning 
its contours, and to the resulting tendency “to reduce surveillance to an 
individual ma  er rather than [to see it as] an inherently social concern.”44 
In the damning words of John Gilliom, the concept of privacy is “hyper-
individualistic, spatial, legalistic, blind to discrimination, and, in the end, 
simply too narrow to catch the richness of the surveillance experience.”45

Although such arguments are not without their merits, in the 1970s and 
1980s West German privacy advocates approached the question of infor-
mational privacy, or what came to be called Datenschutz (literally, though 
not entirely accurately, “data protection” [see chapters 2 and 3]), from a 
very diff erent perspective. My goal here is to demonstrate the continuing 
political relevance of these early German refl ections on informational pri-
vacy by showing that their eff orts to think through the problems posed by 
both bureaucratic population surveillance and the use of the new informa-
tion technologies to process this data drove a paradigm shi   from the idea 
of a private sphere of seclusion from society to a concept of informational 
self-determination, which theorized both the social and power relations 
between individuals in society and the informational relations to which 
these social processes give rise. This approach, I argue, enabled them to 
avoid the contradictions of individualist conceptions of privacy and incor-
porate into their understanding of privacy an analysis of those forms of 
power whose ostensible neglect has been adduced by critics as the cause 
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of the political irrelevance of the concept. In this way, privacy became, as 
Sarah Igo has argued, one of the central salients through which citizenship 
has been defi ned in the modern world.46

Since the 1960s, George Orwell’s 1984 (1949) and Jeremy Bentham’s pan-
opticon—as read through the lens of Michel Foucault’s Discipline and Pun-
ish (1975)—have provided the most important frameworks for thinking 
about surveillance in contemporary society.47 Orwell’s book provided both 
a powerful language for describing the dangers posed by the invasion of 
the private sphere and a trove of epithets that could be hurled against 
the computer and the record-keeping state. However, both the nature of 
the power generated through physical or observational surveillance in a 
totalitarian state and the ways in which it shaped individual subjectivity 
are quite diff erent from that produced by the routine, automated collec-
tion of personal information that was the focus of West German privacy 
theory in the 1970s.

The issue is somewhat more complicated with regard to Foucault.48 
In Discipline and Punish, Foucault argued that the correct training of mal-
leable subjects depended on three technologies: hierarchical observation, 
normalizing judgment, and their combination in the examination, as well 
as the recording of the results of such examinations in disciplinary writ-
ing, which made it possible to classify, form categories, determine aver-
ages, and establish norms.49 However, he never a  empted to fi t comput-
ers, databases, or paper fi ling systems into the framework that he had 
constructed in that book, and a substantial literature has grown up around 
what he le   unsaid. A number of authors have argued that the new infor-
mation technologies have led to the perfection of panoptic surveillance.50 
However, in recent years this position has come under a  ack from a num-
ber of directions. On the one hand, it is not clear whether surveillance in 
the postwar West (still) functions primarily as a mechanism for disciplin-
ing and normalization. For example, Gilles Deleuze has argued that, just 
as the disciplinary society succeeded the society of sovereignty, so too has 
the disciplinary society been succeeded by what he called the “society of 
control,” which governs not through the containment and normalization 
of diff erence, but rather through the modulation of the individual and the 
use of diff erence as a “motivational force.”51

The other defi ning characteristic of the panopticon, a unifi ed hierarchy 
of surveillant visibility, which Foucault deemed essential to spatially fi x-
ing the individual objects of surveillance so as to be  er subject them to 
normalizing judgment, has also been called into question. Kevin Haggerty 
and Richard Ericson have argued that we are now witnessing the oppor-
tunistic convergence of otherwise discrete state and private-sector surveil-
lance systems to form “surveillant assemblages.” These assemblages, they 
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argue, are energized by a range of motives, including control, governance, 
security, profi t, and entertainment; they develop “rhizomatically” without 
the sovereign center and hierarchical structure that was essential to the 
disciplinary power of the panopticon; and they extend routine surveil-
lance to populations that were not subject to such monitoring in the past 
and to nonhuman phenomena.52

These reservations regarding the usefulness of panopticism for theoriz-
ing the nature of electronic surveillance grow even greater when we look 
more closely at the structure and functioning of the database. According 
to Deleuze, the database serves not as a technology for making individu-
als, but rather for producing what he calls “dividuals,” who are created 
by the dispersion of the unifi ed subject into the discrete, strategically im-
portant a  ributes or characteristics defi ned by those who determine the 
database fi elds in which this data is registered. This encoding, which is 
the antithesis of the disciplinary writing that records the progress of the 
individual toward the norm, makes possible, Deleuze argues, the modu-
lation of individual action—that is, the authorization or denial of access 
to spaces, rights, and services—along as many dimensions as there are 
a  ributes.53 Thus, even though electronic surveillance in the networked 
society may be increasingly comprehensive, its logic and political ratio-
nality are in many ways the opposite of those of the panopticon, and the 
diff erential visibility inherent in the functioning of the database makes it 
possible to govern individuals and populations by modulating, discrimi-
nating among, and “sorting” them in diff erent ways.54

The shi   from parsing the private sphere to the analysis of the con-
text in which personal information is used has also provided the basis 
for the work of philosopher and information scientist Helen Nissenbaum, 
who has defi ned privacy in terms of the “contextual integrity” of informa-
tional practices. Nissenbaum argues that society is comprised of diff erent 
spheres, or (sub)systems, where people engage in distinct activities, play 
specifi c roles, and obey the tacit norms that have evolved in tandem with 
these practices. Privacy is recognized, she argues, when informational 
practices conform to those norms that refl ect the se  led expectations of 
the community, and it is violated when they deviate from or challenge 
them.55 While Nissenbaum’s arguments rest on the Burkean presump-
tion that these “se  led” practices can provide a norm by which to judge 
new uses, I argue that these practices can never be fully “integral” be-
cause communicative norms are themselves the product of prior political 
contestation and that, therefore, privacy can only be understood as the 
provisional outcome of the permanent confl ict between the right to infor-
mation and the right to privacy as it plays out at specifi c times in specifi c 
contexts. Seen in this way, the privacy protection legislation of the 1970s 

The Politics of Personal Information 
Surveillance, Privacy, and Power in West Germany 

Larry Frohman 
https://www.berghahnbooks.com/title/FrohmanPolitics 

Not for resale

https://www.berghahnbooks.com/title/FrohmanPolitics


Introduction 25

and 1980s represented an a  empt to politically renegotiate—in a period of 
accelerating cultural change, administrative modernization, technological 
advances, and political polarization—the parameters for the socially ad-
equate exchange of information.

The dominant conception of privacy and privacy rights, which is 
grounded in a liberal, individualist anthropology, has been subject to nu-
merous criticisms.56 The most notable, and the most debilitating, of these 
criticisms focuses on the impossibility of casuistically resolving the antin-
omies created by the abstract juxtaposition of the private sphere and the 
public, and of the individual and society. Not only are judgments regard-
ing the privacy or sensitivity of specifi c information indelibly subjective. 
The liberal commitment to the neutrality of the state in such ma  ers also 
means that privacy rights can enjoy only relatively weak procedural pro-
tections. Critics have also argued that, to the extent that it represents an 
interest in preventing others from gaining knowledge of certain ma  ers, 
the right to privacy amounts to nothing more than a right to conceal, to 
misrepresent oneself to others, and to manipulate them.57 Others have ar-
gued in similar terms that the privatistic, inner-directed nature of privacy 
rights is incompatible with both democratic participation and communi-
tarian commitments to the common good.58

These individualist foundations have always put the defenders of pri-
vacy on the defensive because, when conceived in this way, privacy rights 
have invariably been found to be of only secondary importance when 
weighed against other collective interests in information disclosure, such 
as security, welfare, the effi  cient functioning of both the public admin-
istration and the market, and free speech. Although Priscilla Regan has 
sought to put privacy rights on a fi rmer foundation by showing that they 
have a value to society that cannot be reduced to individual preferences 
or rights, her work remains grounded in the tradition of liberal privacy 
rights.59

Julie Cohen’s Confi guring the Networked Self (2012) is the most important 
a  empt to shi   the language of the debate.60 Cohen traces all of the con-
tradictions that have bedeviled privacy theory and policy to the a  empt 
to ground privacy rights on the autonomous, presocial self presumed by 
liberal political theory. She argues that privacy cannot be understood as ei-
ther a fi xed condition or as an a  ribute such as seclusion or control. Instead, 
she argues that sel  ood is the end product of a communicative, essentially 
social process, which is shaped by the anticipation of how Others will re-
spond to the demands for social recognition articulated by the self, whose 
identity takes shape at the interface, and through the interplay, of the indi-
vidual and the cultural and social systems into which the person is born and 
socialized. She argues that privacy must be understood as a form of active, 
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creative, playful, tactical, aleatory, and situationally determined “bound-
ary management,” which enables the “capacity for self-determination” to 
develop by sheltering “dynamic, emergent subjectivity from the eff orts of 
commercial and government actors to render individuals and communities 
fi xed, transparent, and predictable.”61 In this way, her focus shi  s from sub-
jective rights claims to what she calls the structural conditions for human 
fl ourishing—that is, the conditions that are necessary to preserve the space 
for play and choice in the construction of identity.62

While Cohen’s arguments point in important ways beyond the liberal 
paradigm, they are perhaps not as novel as she claims. In the chapters that 
follow, I will argue that in the 1970s and early 1980s West German privacy 
theorists had already developed a compelling account of the social nature 
of privacy. Cohen’s shi   from subjective rights claims to the exploration of 
the objective, structural, or systemic preconditions for the preservation of 
the social space required for boundary management has much in common 
with German privacy theory, both then and now. However, when Cohen 
speaks of the development of the self as a process, she does so in rather 
abstract terms, and, in practice, she does not examine as closely as the 
more sociologically minded German privacy theorists the ways in which 
social interests and political power determine which boundary manage-
ment practices can be employed in specifi c contexts.

In a central section of her book, Cohen explains that

choices about privacy are choices about the scope for self-articulation. . . . 
Choices about privacy are constitutive not simply of civil society, as some pri-
vacy theorists would have it, but of a particular type of civil society that prizes 
particular types of activities and particular types of subjects. . . . Privacy ex-
emplifi es a culture’s normative, collective commitments regarding the scope of 
movement, both literal and metaphorical, accorded to its members.63

These choices, however, are not made in a vacuum. The process by which 
new communicative norms were negotiated was an essentially political 
one, and, as Herold predicted, the information problem became one of 
the central points of contention in the West German culture wars of the 
1970s and 1980s.64 In the account of population registration, privacy law, 
and police surveillance in the chapters that follow, I will analyze both the 
ways in which German privacy theorists understood the potential harms 
and benefi ts that would result from giving (or denying) specifi c parties 
access to specifi c kinds of information for specifi c purposes and the pro-
cess through which Germans sought to negotiate new collective norms 
to govern the use of personal information at the dawn of the information 
society.65
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vacy harms that is the heart of his defense of privacy rights. In contrast, I argue that 
these dualisms can be largely resolved if we follow the early German privacy theorists 
in viewing privacy as a social relationship, that is, as the outcome of a political process 
in which contextually based informational norms are being continuously (re)negotiated 
by individuals and groups, and if we view the individual information privacy harms 
identifi ed by Solove as diff erent ways in which dignity and the development of the 
personality are harmed by informational practices that violate these communal norms.
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